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Tackling the threat 

Travellers to the World Cup in Russia are therefore potentially exposed to a broad threat landscape. State-

sponsored actors will likely focus on espionage and information theft, particularly if the target is associated 

with a government or business of strategic interest. The cybercriminal threat is indiscriminate and is likely to 

affect anyone travelling to the event, regardless of such affiliation. Financial loss is the primary risk here, 

though sensitive data such as usernames, passwords, transaction information and intellectual property are 

often also sought and sold on online marketplaces and will likely also be targeted. 

To mitigate these threats before and during the event, travellers of all positions and affiliations are advised 

to consider the following mitigation measures. 

Before travelling 

 Ensure that the technology you are using will work abroad by checking with your network provider. In 

any case, it is potentially safer and cheaper to buy a pay-as-you-go phone or to bring only ‘clean’ devices 

approved by your IT department. 

 Update software and applications on all devices, including mobiles, laptops and tablets. If your device 

has an antivirus product, ensure that this is also up-to-date and turned on. 

 Enable the ability to wipe a device remotely in the event that it is lost or stolen. Back up all data before 

travelling. 

 Make sure devices are fully encrypted and use other security features, such as fingerprint recognition, 

to secure them. Passwords and passcodes should be unique for each account and device, and complex 

and not personal so they cannot be guessed or brute-forced. 

 Enable two-factor authentication on email and social media services. Turn this on for important accounts, 

as it makes it harder for other people to access such accounts. 

 Avoid downloading applications from unofficial providers. Additionally, streaming services and online 

stores might not work abroad. Download films and books before you go. Do not use unofficial streaming 

sites as they might be untrustworthy. 
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While abroad 

 Avoid using airport, hotel or any other public Wi-Fi, and turn off the device’s ability to automatically 

connect to open networks to ensure this does not take place without your authorisation. Instead, use a 

pre-planned, secure virtual private network (VPN) connection. 

 Continually check for updates regarding websites likely to be frequented during the event (the event 

host’s website, for example). Previous sporting events’ hosts have had their own websites compromised 

to deliver malware to visitors. 

 Avoid internet banking and online shopping when abroad, and consider the sensitivity of the information 

being sent while travelling, even if precautions such as a VPN have been implemented. 

 Be aware of the threats posed when using devices and interacting with websites and communications. 

Do not interact with any correspondence or service that is unauthorised or unexpected or appears to be 

suspicious. Check that the URL link of the website visited is legitimate and is as expected, especially for 

websites that require the input of information such as usernames, passwords and payment data. 

 Location tracking should be turned off and social media used minimally. You should not share your 

location or post pictures of your surroundings while on your trip. 

 Keep your devices with you at all times if possible, rather than leaving them unattended. Hotel rooms, 

safes and lockers are not always secure; other people may have access codes or keys. You should 

completely power down your devices when not in use and before safely storing them away. 

 Be aware of visual hacking when using a device in a public place, and ensure devices have privacy 

screens. Change your password if you suspect someone may have watched you typing. 

When you return 

 Inform your IT department of your return and have them carry out a full system scan to clean up your 

devices. This should be done as soon as possible and before connecting to the corporate network. 

 Always change your password after a trip to a high-threat location, ensuring that it continues to meet the 

security requirements for a strong password. 


