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As the impacts of the COVID-19 pandemic continue to spread across the
globe, many organizations find themselves in unfamiliar and ever-changing
stages of crisis management. Uncertainty around the projected global
outlook looms as the beleaguered process of reopening economies unfolds.
Organizations are facing a new wave of obstacles including site closures,
downsizing or relocating operations, mass reduction in force (RIF) events,
layoffs, workforce realignment, and other restructuring activities.
Control Risks has extensive experience helping clients reevaluate their
business strategies and manage their risk throughout the operational
restructuring lifecycle and, in recent months we have been actively
engaged on various matters related to COVID-19. We support clients
before, during and after restructuring announcements at headquarters,
as well as coordinated approaches at global centers of operations.
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Business strategy evaluation
Any significant operational restructuring will have far-reaching strategic implications for the organization and inevitably
uncover emerging risks that need to be mitigated. Control Risks can help inform the strategic review process to provide
an external check on the risks and opportunities related to restructuring options; we can also evaluate the robustness
of plans that have been decided upon and help put mitigation actions into place. These can include:
Enterprise-level risk assessment of the organization to balance financial/market
performance against relevant risks and opportunities
Identification of emerging risks and opportunities to inform strategic review

“

Any significant operational
restructuring will have far-reaching
strategic implications and inevitably
uncover emerging risks.

Testing strategies against plausible scenarios for different potential outcomes
in market or trade conditions (e.g., China-US trade and investment outlook,
national elections)
Testing assumptions and the robustness of restructuring plans through red
teaming exercises
Resilience operating model review and optimization to ensure efficiency
Competitive intelligence review
Identification of potential buyers
Supply chain monitoring, resilience and security review and audit
Reputational and political risk assessments to determine how any restructuring
decisions might be interpreted and portrayed in the local political context and
any risks facing the organization over the longer term
Partner risk assessments to determine the potential implications and responses
of local strategic partners
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Preparing for operational restructuring
Preparing for restructuring demands a highly coordinated effort. RIFs, mass layoffs and workforce realignments impact
employees and third parties in unexpected and dramatic ways. Therefore, it is key to deliver notifications in the most
compassionate manner possible and while prepared for potential negative repercussions. Control Risks helps organizations
identify and mitigate against likely risks, keeps employees and the business safe, and ensures that there are well-rehearsed
contingency plans in place. Our preannouncement consulting advice includes:
Threat assessment and management team audits and training to ensure
industry standards are met
Threat management planning
Training on recognizing and reporting the indicators of workplace violence
De-escalation, conflict resolution and crisis communications training
Development, review and/or validation of layoff/RIF security plans
Security risk assessments and facility security reviews
Executive risk assessments and security reviews
Information technology and cyber security assessments
Data privacy reviews
Crisis management project planning and training
Business continuity planning
Ongoing advisory on RIF security planning and logistics
Stakeholder research and intelligence gathering
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Activating operational restructuring plans
The public/employee announcement of the restructuring plans is particularly challenging to navigate in remote working
environments and can be a flashpoint for potentially disgruntled employees and local communities. Control Risks helps
clients plan the delivery of their message to employees while minimizing the threat to their people, information, technology
and premises. Our holistic security management support includes:
Insider threat safeguards against data/IP theft or sabotage
Logistics coordination for notifications and suspension of access
Retained threat management support, including workplace violence experts
On-site/embedded security and crisis management advisory during the event
Executive protection and armed or unarmed physical security support
Advisory services on reducing vulnerabilities and improving detection in clients’
technology environments
Social media and dark web threat intelligence monitoring
Data and device preservation
Hotline and whistleblower investigation
Psychological and medical assistance
Stakeholder liaison
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Post-announcement support
Having effective mitigation strategies in place should help minimize the need for emergency post-announcement support,
but effective management of employees, the media, local authorities and other agencies helps prevent any escalation
of grievances. It is also crucial to have a long-term plan in place to mitigate risk and monitor for workplace threats and
violence as plans are rolled out for returning to work. Control Risks works directly with clients and counsel, offering the
following services post announcement:
Media monitoring

“ ”
It is crucial to have a long-term
plan in place to mitigate risk.

Social media and dark web threat intelligence monitoring
Data and device preservation
Digital forensics and cyber response
Advisory services related to monitoring digital indicators of concern in clients’
technology environments
Intelligence gathering and stakeholder liaison
Crisis communications, including hostile negotiations
Executive protection and armed or unarmed physical security support
Development and/or revision of security plans and programs
Crisis management support
Workplace violence prevention and response preparedness
Investigative support including internal investigations around malfeasance
or conflict of interest
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Our experience

Supporting a financial services
company through a major
corporate reorganization
In preparation for a major corporate
reorganization—and concerned about
the subsequent impact on workplace
morale and safety—a financial services
company engaged Control Risks to
develop a security plan to support the
accompanying RIF across multiple
sites. Control Risks was also contracted
to conduct a larger, more holistic
assessment of the company’s security
practices in order to ensure the
organization was positioned to address

the long-term effects of and security
risks emanating from the restructuring
efforts. Working closely with the
corporate security team, Control Risks
put together a phased operational
security plan that provided direction
both pre- and post-announcement.
The plan included a multidimensional
and risk-based approach to security,
incorporating the use of risk
assessments, on-site security, physical
security systems, executive protection,
threat management teams, employee
assistance programs, stakeholder
training and contingency planning,
among other elements. The

reorganization proceeded with
minimal disruption to business and
no security incidents. Following the
restructuring event and based on
our comprehensive security review,
Control Risks transitioned to becoming
the client’s strategic security advisor,
helping the company reorganize and
rapidly mature its corporate security
organization, transitioning it from a
historically facilities-focused security
function to a more holistic and proactive
security risk management program
that was more aligned with the business
and its organizational needs.
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Our experience continued

Control Risks helps US multinational
protect its assets and prevent
severe reputational damage
Control Risks was contacted by a US
corporation in the process of transferring
part of its French operation to Morocco.
Employees had reacted strongly
and, in some cases, violently to the
announcement and won support for
their cause from a high-profile politician.
After several incidents, Control Risks
was asked to help our client minimize
any further damage to its assets, people
and reputation.
Control Risks conducted daily
monitoring of French media and
websites to allow our client’s public
relations advisors to respond quickly to
the press. We also gathered intelligence
to warn the company of demonstrations
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and petitioning of the local mayor and
authorities by employees and activists.
Understanding regional sensitivities
and being able to communicate in the
local language is of utmost importance
in dealing with restructurings in France.
Therefore, Control Risks deplyed a local
risk management expert to assist the
US management team in dealing
with French employees, advisors
and authorities.
As there was a realistic threat of
violence, Control Risks provided
executive protection services to
management. We also reorganized
local security staff, helped safely transfer
key machinery to the new site, managed
access control and activated security
risk management measures to prevent
further incidents of theft and vandalism.

Despite several unexpected
confrontations with local staff and
trade unions, Control Risks assisted
the client in protecting staff from the
actions of a small number of violent
individuals, resuming production at the
new site with only minor delays. The
client was highly appreciative of Control
Risks’ assistance in protecting the
company’s people, assets and
reputation, and we were subsequently
asked to assist with the closure of
another facility. Based on the previous
experience, Control Risks was brought
in at the beginning of the process before
the closure had been announced.

Supply chain restructuring support
for a European organization with
operations in China
Our client, a European company with
significant manufacturing operations in
China, was carrying out a restructuring
of its supply chain that included
dismissals of all distributors. Upset
by the termination, one distributor
blocked access to the client’s facility,
halting the distribution of goods and
creating a tense working environment.
The distributor then tried to rally the
workforce to its cause, claiming it had
been subject to unjust termination

among other issues. In reality, the
distributor had been a bad actor,
charging extortionate rates with potential
links to local organized crime. The
client called Control Risks when its
negotiations failed and the distributor
refused to cooperate or involve the law.
Control Risks conducted a
comprehensive threat assessment
and worked with our client to plan
contingencies for various scenarios.
We provided support in the form of
hired vehicles, video surveillance
equipment, guarding resources at the
factory and corporate office, media

monitoring, and discreet intelligence
gathering on the distributors. We
conducted investigative due diligence
on the distributor that uncovered
adverse local ties that fed into
subsequent decisions. Control Risks
also coordinated with local authorities
and helped our client design and carry
out a hostile negotiations strategy with
disgruntled vendors.
Control Risks’ expertise and guidance
equipped our client to effectively come
to terms with distributors, mitigate an
escalating series of threats and
dismantle the blockage.

Preparedness is critical as business
resumption brings new challenges and
potential for conflict.

13

Strategic and operational restructuring support services

14

Strategic and operational restructuring support services

15

Strategic and operational restructuring support services

Control Risks’ strategic and operational
restructuring support services
Control Risks’ specialists assist in all facets of
operational restructuring, including strategic
advisory support, workplace violence prevention,
threat management, executive protection,
security risk management, crisis management,
intelligence, investigations, geo-political and local
operating environment analysis, and more.
Our experts, based out of 36 office around the
world, are available to guide you through these
and other COVID-19-related challenges.
To speak with our team of strategic and
operational restructuring experts, contact
us at www.controlrisks.com/enquiry
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